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The Network as a Weapon SystemThe Network as a Weapon System

• People are at risk without assured, secure, timely and accurate 
information

• Information is the domain of the Battle Environment

– Must have superiority / dominance

• FORCEnet drives information / decision superiority

– Speed and agility

– Can dissuade and deter

– If needed, dominates, defend and defeat

• Accelerate pace of operations

• Reduce risk to friendly forces

• More precise, minimized collateral effects

• Netted, distributed, effective use of force
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USMC
Full Partner

C4I TRIAD ALIGNMENTC4I TRIAD ALIGNMENT
Bringing Discipline to the EnterpriseBringing Discipline to the Enterprise

FLEET

CFFC
NETWARCOM

RESOURCES
SPONSORS

N4, N6/7

PROVIDERS
DASNs, SPAWAR, 

NAVAIR, NAVSEA, PEOs

JFCOM
&

COCOMs

Air Force
& 

Army
REQUIREMENTS

vs RISKS

The TRIAD begins and ends with the Fleet.  CFFC & NNWC identify prioritized Fleet C4I 
requirements to OPNAV for resourcing.  OPNAV balances limited resources against Fleet 
validated requirements and joint requirements.  PEO C4I and SPAWAR deliver C4I 
capability to the fleet through funded programs of record. 
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Fleet Driven PerspectiveFleet Driven Perspective

• Captures operator vice programmatic perspective

– What really matters

• Captures most recent operator experience

– What we’re really doing, what really works, and what 
can/can’t get to the fight

• Drives balance of readiness with modernization and 
recapitalization

– To what extent we are really ready to fight
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Functional 
Concept for
Battlespace 
Awareness

Functional DecompositionFunctional Decomposition

BA
2,3

Nets

5 11
C2

1,4,9-14

6-8,15

FORCEnet
Capabilities (15)

FORCEnet 
Functional Concept

FORCEnet 
Functional Concept

ISR
MCP

Nets
MCP

COTP 
MCP

~ 55 Tasks

~ 30 Tasks

~ 45 Tasks

Naval Capabilities 
Development Process 

Naval Capabilities 
Development Process 

BA/ISR

C2/DS

C&NI

FORCEnet
Architectures 

~ 120 Tasks

Joint 
Command 

and Control 
Functional 
Concept

Joint Capabilities Integration 
and Development System

Joint Capabilities Integration 
and Development System

OPNAV OPNAV 

OPNAV 
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Decomposing CapabilityDecomposing Capability

C4ISR
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Integrating CapabilitiesIntegrating Capabilities

• Common Operational and Support Processes
• Common Services
• Enterprise Data Model and Strategy
• Information Assurance
• Multi-level Security 
• User Defined Operational Picture
• Open Standard Computing/ Operating Environment

Standard Standard 
InfrastructureInfrastructure

ServicesServices

ApplicationsApplications

FORCEnetFORCEnet
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Applications
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Applications

Sea Shield
Applications

Others...
MPT, Enterprise, 

etc

Ops
 & Su
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IA     MLS System 
Services
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EXCOMM
FET/STR

EXCOMM
FET/STR

Naval Operating ConceptNaval Operating ConceptNaval Operating ConceptNaval Operating Concept

Concept Based StrategyConcept Based Strategy

Fielded 
Capability 
Solutions

Fielded 
Capability 
Solutions

Business 

S&T Investment
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Capabilities ListsCapabilities Lists
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Sea Trial
Sea Warrior

Gaps, 
Tech Assessment

Investment        
Prioritization
Investment        
Prioritization

OT&E/Certs

Warfighting

NMETL/
Metrics
BasisGuidanceGuidance

Concepts
FORCEnet
Sea Strike
Sea Shield

•  P h a s e  I ,  I I ,  I I I  B D A
•  M E A
• Target nominations
•  Special  Studies

•  M a r i t i m e  C T L
• Phase I, II BDA

• Propose targets
•  Track  JFLCC Targe t s
• Phase I, II BDA
• MEA

•  T a r g e t  s t u d y
•  P o i n t  m e n s u r a t i o n
•  N o  s t r i k e  l i s t s
•  T a r g e t  m a t e r i a l s
• Phase I,  II,  III BDA

•  P h a s e  I I  B D A ;
C o m b a t  A s s e s s m e n t

• CDL, JNFL, Pre-
p l a n n e d  J T L

•  T a r g e t  m a t e r i a l s
•  T a r g e t  n o m i n a t i o n

• Phase I, II BDA; MEA
• T g t.  F o l d e r s ;weaponeering
• ATO, J T l

JFC
( JOC /J IC )

JFLCC
( A C E )

WOCMAW

JFMCC

F 2 C 2

DCCC

DIA

NMJ I C

JFSOCC

JFACC
( AO C )

•  P h a s e  I  B D A

• Phase I BDA

•  C o a l i t i o n  C o o r d i n a t i o n

Caveats:
•  E x t r a c t  f r o m
USCENTCOM
   O b j e c t i v e  A r c h i t e c t u r e
   Concerning Targeting –
   N o v e m b e r  1 9 9 7  D r a f t
•  Nodes; info. exchanges;
   f u n c t i o n s  s h o w n  d o  n o t
   r e p r e s e n t  a  c o m p l e t e  s e t

M I D B
Changes

T a r g e t
Nominations

B D A  R e p o r t s
(imagery/text)

•  BDA Reports
 (imagery/text)

• Collection
   R e q u i r e m e n t s

•  BDA Reports
 (imagery/text)

• Target materials/analysis
• B D A  R e p o r t s  ( i m a g e r y / t e x t )

C o l l e c t i o n
Requirements

•  W e a p o n  S y s t e m  V i d e o
•  MISREPs

•  Combat Reports
•  Munitions Effects
•  Targe t  nominat ions
•  Target material requests

• Target materials/analysis
• BDA Reports (imagery/text)

•  BDA Reports (imagery/text)

• E n e m y  F o r c e
   Effect iveness
• Collection
   Requirements
• Target
   N o m i n a t i o n s •  B D A  R e p o r t s

 ( imagery / tex t )

•  W e a p o n  S y s t e m  V i d e o
•  M I S R E P s
•  Combat Reports

•  Munitions Effects
•  Target nominations
•  Target material requests
•  Collection Requirements
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C R E

W e a p o n s
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F o r c e
A O C

AEGIS
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DDG- 51

AEGIS
Cruisers

C G -4 7

Aircraft
C a r r i e r s

C V

O t h e r  A A W
S h i p s

C G N -36/38,  DDG- 993

Other AAW
S h i p s
F F G -7
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S h i p s

AEGIS
Destroyers

DDG- 51

AEGIS
Cruisers

C G -4 7

Aircraft
C a r r i e r s

C V
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S h i p s

C G N -36/38,  DDG- 993

Other AAW
S h i p s
F F G -7

O t h e r
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F o r c e
A A M D C  F P T O C  

C o n t r o l W e a p o n s
A r m y

F o r c e
A A M D C  F P T O C  

C o n t r o l W e a p o n sF o r c e
A A M D C  F P T O C  

C o n t r o l W e a p o n s
A r m y

USMC
F o r c e
TACC

C o n t r o l
T A O C  /  S A A W C  /  

E W C

Weapons
F/A -1 8
A V- 8B
HAWK TMDD 

USMC
F o r c e
TACC

C o n t r o l
T A O C  /  S A A W C  /  

E W C

Weapons
F/A -1 8
A V- 8B
HAWK TMDD 

Near Term Operations as of 2003 -- Major Regional  Confl ict  - - Theater Air and Missile Defense functions 
Sources:  Ref J6, J13, J62, J84, J94, J97, N3, N10, N11, N14, N16, N27, F1, B17, R8, R16, S11, S14 - S24 
Notes for Navy Charts

1A W A C S 2 RIVET JOINT3 F o r m e r l y  E W C 4 Aerial Refueling Aircraft 5 May  be  i nd i rec t  v i a  F lee t  ga teway
6 “Ships” & “Subs” refers to vessels, which al though not an integral part of the Joint Force, are tasked to provide surveillance

SynchronizationSynchronization

Integrated ArchitecturesIntegrated Architectures

Technology InsertionTechnology Insertion

“Concepts Beget Capabilities Beget Architectures Beget Solutions”“Concepts Beget Capabilities Beget Architectures Beget Solutions”
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Force
Capability

Metrics

Mission 
Capability 
Package 
(MCP)

Naval Capability AssessmentNaval Capability Assessment
Warfighting
(Campaign)

Analysis

N6/N7
Sponsor 
Program 
Proposal

Transformation 
Roadmap

Integrated Strategic 
Capability Plan

• Investment Priorities
• Capability Balance

Strategic
Guidance

• Phase I, II, III BDA
• MEA
• Target nominations
•  S p e c i a l  S t u d i e s

• Maritime CTL
•  P h a s e  I ,  I I  B D A

• Propose targets
• Track JFLCC Targets
• Phase I,  II  BDA
• MEA

•  T a r g e t  s t u d y
•  P o i n t  m e n s u r a t i o n
• No strike lists
• Target materials
•  P h a s e  I ,  I I ,  I I I  B D A

•  P h a s e  I I  B D A ;
Combat Assessment

• CDL, JNFL, Pre-
planned JTL

• Target materials
•  Ta rge t  nomina t ion

• Phase I, II BDA; MEA
• Tgt . Folders; weaponeering
• ATO, JTl

JFC
(JOC/JIC)

JFLCC
( A C E )

WOCMAW

JFMCC

F2C 2

DCCC

DIA

NMJIC

JFSOCC

JFACC
( AOC )

• Phase I BDA

• Phase I BDA

• Coalition Coordination

Caveats:
• Extract from
U S C E N T C O M
   Objective Architecture
   Concerning Targeting –
   November 1997 Draft
• Nodes; info. exchanges;
   functions shown do not
   represent a complete set

MIDB
Changes

T a r g e t
Nominations

BDA Reports
(imagery/text)

• BDA Reports
 ( imagery/text)

• Collect ion
   Requirements

•  BDA Reports
 (imagery/text)

•  Target materials/analysis
•  BDA Reports (imagery/text)

Collection
Requirements

•  Weapon System Video
•  M I S R E P s
•  Combat Reports
•  Munitions Effects
•  Target nominations

•  Target material requests

•  Target materials/analysis
•  BDA Reports (imagery/text)

• BDA Reports (imagery/text)

•  Enemy Force
   Effectiveness

•  Collection
   Requirements
•  Target
   Nominations • BDA Reports

 (imagery/text)

• Weapon System Video
• M I S R E P s
• Combat Reports
• Munitions Effects
• Target nominations
• Target material requests
• Collection Requirements
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Near Term Operations as of 2003 - -Major Regional Conflict - -Theater Air and Missile Defense functions 
Sources:  Ref J6, J13, J62, J84, J94, J97, N3, N10, N11, N14, N1 6, N27, F1, B17, R8, R16, S11, S14 -S24 
Notes for Navy Charts
1 AWACS 2R I V E T  J O I N T3 Formerly EWC 4Aerial Refueling Aircraft 5May be indirect via Fleet gateway
6 “Ships” & “Subs” refers to vessels, which although not an integral part of the Joint Force, are tasked to provide surveillance
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Throughput 
supporting a 

single Carrier 
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Dynamic asset management versus arithmetic resourcingDynamic asset management versus arithmetic resourcing
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Review
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FORCEnet 
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FORCEnet Capability List (FCL)FORCEnet Capability List (FCL)

• The FORCEnet Operational Agent’s (NNWC) authoritative 
source document for priority, phasing, and pacing of capability 
evolution

• Entails significant collaboration for programming, S&T and 
acquisition community participation to develop

• Provides the strategy and synchronization supporting the Fleet, 
Resource Sponsors and Acquisition Communities.

– Drives capabilities-based integrated products for the fleet.

– Synchronizes delivery, planning and programming timelines of 
systems and infrastructure.

– Reveal gaps and overlaps in capability.

Process & timeline support PPBES relevanceProcess & timeline support PPBES relevance
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Trident Warrior
Goal: Fleet Driven Speed to Capability

Trident WarriorTrident Warrior
Goal: Fleet Driven Speed to CapabilityGoal: Fleet Driven Speed to Capability

S
ea

 T
ria

lProcess

Organization
Technology 

Military Utility
Assessment
DOTMLPF

Sea Trial 
Executive Steering

GroupTTP 

OPNAV / 
NETWARCOM/ 

MCCDC / SPAWAR / 
PEO / Industry

OPNAV

Acquisition

Quicklook & Analysis
Influencing 

Programmatic Decisions

Fully Supportable 
Fleet Leave-behinds



Distribution A (unlimited) 13
United States Fleet ForcesUnited States Fleet Forces Operational Readiness, Effectiveness, PrimacyOperational Readiness, Effectiveness, Primacy

Measuring the Value of C5ISRMeasuring the Value of C5ISR
Warfighting ROI
• Kill Rate / Attrition
• Damage / # of Targets Destroyed
• Duration / Elapse / Cycle Times
• Engagement rates / % success
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Challenge linking metrics in the 
cognitive domain with those in the 
traditional warfighting domain
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Information (Cognitive) ROI
• Timeliness of Critical information
• Process management of relevant data
• Correlation & Fusion
• Interoperability with Allies/Coalition
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• What's the value of improving capacity?
• … Decision / Processing Speed?
• … Automated Decision Tools?
• … Training?
• … Multi-level Security?
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Optimize Sea Warrior / Business Domains supporting the WarfighterOptimize Sea Warrior / Business Domains supporting the Warfighter
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